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Educating the Healthcare Community About Safe Medication Practlces

Emergency preparedness: Be ready for unantlclpated
electronic health record (EHR) downtime

ProBLEM: In its accreditation manual for hospitals, The Joint Commission (TJC) describes an “emergency”
as an incident that often occurs rapidly without notice, impacting the organization’s ability to operate and
provide services it considers essential or critical.” Unanticipated electronic health record (EHR) downtime is
just one of many “emergencies” an organization may face. Unlike its planned counterpart, which is sched-
uled for system maintenance and upgrades, approved by leadership, and communicated to staff in advance,
unplanned downtime is not only unpredictable and more disruptive in nature, but it can last for several hours
or even days. While most institutions have established a policy and procedure for scheduled EHR downtimes,
many organizations find themselves inadequately prepared for unanticipated EHR downtime events.

@ Frequency. Unanticipated downtime of information technology (IT) systems is inevitable, despite best
efforts to keep them running smoothly. In two studies looking at a 3-year timeframe, one found that 96% of
organizations reported at least one unplanned IT system downtime,? while the other study found that 70% of
organizations reported at least one unplanned downtime lasting 8 or more hours.® Furthermore, between
2020 and 2022, the Department of Veterans Affairs (VA) experienced 52 occurrences in which the EHR system
had been partly or completely unusable.* A 2015 survey in Finland found that nearly half of 2,864 respondents
reported that extended unavailability was the highest perceived risk related to EHR systems.®

@ Direct causes. Unplanned EHR downtime events can be caused by power failures, software failures
(partial or full EHR unavailability), system interface failures, computer viruses or malicious software programs,
incorrect computer configurations, or wireless connectivity issues. Some events may involve extreme weather
conditions and outdated building infrastructure for which the recovery process may be extensive, time-
consuming, and associated with longer system recovery times.®

@ Impact. While the full scope and clinical impact of downtime events may not be readily apparent when
the event initially occurs, it could result in delayed patient care and heighten the risk of medication-related
adverse events. In fact, harmful medication errors have occurred during both scheduled and unplanned down-
times, even in the presence of backup systems and standardized protocols.” A lack of downtime planning and
training, resulting in delayed medication ordering, dispensing, and administration have been cited as contrib-
uting factors for these harmful medication errors.

Recently, ISMP received reports that highlight the vulnerability that practitioners face during downtime,
when there is a loss of technological support to help catch medication errors. Two examples below show how
healthcare has become reliant on computer-generated alerts, which are lacking during downtime.

Bl A pediatric patient experiencing an allergic reaction to a bee sting was prescribed EPINEPHrine intra-
muscularly (IM) along with dexamethasone orally. Instead of administering dexamethasone orally, the
nurse accidentally administered EPINEPHrine orally in addition to an IM dose, ultimately giving the
patient two separate doses of EPINEPHrine and no dexamethasone. The error occurred during a sched-
uled downtime when both the barcode scanning system and the electronic medication administration
record (MAR) were unavailable.

MW Two patients with documented allergies to haloperidol received haloperidol injections when the drug-

allergy warnings in the EHR did not fire. The cause was a missing field in the medication profile. However,

a similar medication error could happen during EHR downtime when system-based alerts are unavail-

able. Neither patient exhibited signs of an allergic reaction, but both received additional treatment (anti-
histamine and steroid) as a precaution.

continued on page 2— EHR downtime >
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Patient drank albuterol nebulization
solution. A non-English speaking patient
was discharged from a hospital with a new
prescription for albuterol 2.5 mg/3 mL nebuli-
zation solution. The patient had not been using
this bronchodilator prior to admission and did
not have a nebulizer at home. During a post-
discharge phone call, the patient told a nurse
that she had been given a “liquid medication to
drink from a syringe.” The concerned nurse called
the dispensing pharmacy to understand which
medication formulation the patient had received.
The pharmacy verified that the physician had
prescribed an albuterol nebulization solution for
the patient with directions in English to “Use
3 mL (2.5 mg) in nebulizer every six hours.”
However, the physician had not prescribed a
nebulizer to administer the medication, which
the pharmacy reported was not covered by the
patient’s insurance. It is uncertain if the patient
received education on how to take this new
medication. The pharmacy later learned that the
patient was drinking the albuterol nebulization
solution that had actually been dispensed in a
plastic nebulization solution container, which the
patient described as a “syringe.” Fortunately, the
patient did not experience any adverse effects.
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Figure 1. Albuterol nebulization solution comes in
a plastic container that is to be used with a nebulizer
machine for inhalation.

When a patient is discharged on a nebuliza-
tion solution, practitioners must check if the
patient already has a nebulizer at home. If not,
a prescription for a nebulizer should be provided
to the patient, and utilization review, case
management, a social worker, or another appli-
cable person should pursue and obtain insurance
approval (or let the prescriber know if insurance
approval cannot be obtained). For patients who
do not speak English, a medical interpreter
should be used to communicate instructions
continued on page 2— SAFETY wires >
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Sare Practice REcoMMENDATIONS: For accredited hospitals, TJC standards outline a process for managing
EHR downtime in the Emergency Management and Information Management chapters, with a goal of
returning organizations to normal operations as soon as possible with no loss of data.'® Without an orga-
nized downtime plan, facilities tend to respond to unanticipated EHR downtime in silos, lacking a compre-
hensive systems approach which leads to poor interdepartmental communication and collaboration. While
preparing for this emergency requires detailed and complex planning and attention,® consider the following
recommendations in regards to safe medication use:

(}) Assess the risk. Conduct a failure mode and effects analysis (FMEA) to identify risk points when
planning for an emergency. In 2017, ECRI published a self-assessment questionnaire, Unplanned Downtime
of Health Information Technology Systems (wwuwv.ismp.org/ext/942), to help organizations recognize vulner-
able processes, proactively identify specific threats to patient safety, and anticipate the magnitude of oper-
ational disruptions.

(}) Select a response team. Proactively choose an interdisciplinary team to respond to an unanticipated
EHR downtime event. Keep in mind, this team will be responsible for making the difficult decision to mobi-
lize the organization into full downtime mode, initiating the steps required to ensure safe operation of the
organization, and communicating with organizational leadership. Be sure the team is provided with suffi-
cient authority to direct staff during an emergency. Similar to the Center for Disaster Medicine at Massachu-
setts General Hospital (MGH), organizations might consider selecting an initial team to assess the downtime
event and its operational impact on the organization, and another team that will be called in if the assess-
ment team deems it warranted.® All team members should have a deep understanding of the EHR process
and the steps that need to be taken to verify that mobilization to a downtime mode is necessary.

(}) Identify leaders. During off hours when typical leaders are not on duty, organizational policies should
include a designated “on-call” leader for the organization as well as departmental “on-call” leaders who can
be contacted in the event of EHR downtime. These leaders should be familiar with the organization’s emer-
gency operations plan in case the full plan needs to be activated. For this role, communicating with and
gathering feedback from frontline staff, and diverting or bringing in additional resources, is essential.

(}) Establish a communication triage procedure. Establish a comprehensive communication triage
procedure and checklist for notifying all impacted areas regarding the EHR downtime event, how long it is
expected to last, and interim steps to be taken until the issue has been resolved. Select key locations for an
organizational incident command center from which the assessment and/or response team(s) will initiate
and maintain the communication triage procedure and through which leadership updates will be provided.
Also plan a robust emergency staff recall system, such as text messages with required confirmation from
staff to document availability.

(}) Develop an emergency readiness binder. To address medication safety concerns, compile an orga-
nized emergency readiness binder, available electronically and in a physical form (hard copy). The binder
should prominently display the version date. Keep the binder in a strategic and well-known location, and
review it for accuracy at least annually. In the binder, address the following medication-safety questions or
scenarios for when your EHR goes down:

W Affected technology. What other systems could be impacted? Does this impact your telephones,
intravenous (IV) workflow system, pharmacy robotics, automated compounding devices, automated
dispensing cabinets (ADCs), smart infusion pumps, or barcode scanning technology? Is there a backup
system for patient diagnostic results that need to be reviewed? How can each member of the healthcare
team review the patient’s test results? As part of this initial assessment, organizations should decide
whether a backup server should be in another geographic location, especially if the organization is
located in an area prone to extreme weather or natural disasters. Also, if staff are logged into the EHR
when the system goes down, there may be a period in which they continue to have EHR access—staff
should be instructed not to log out and to communicate their current EHR access to the assessment and/
or response team.

continued on page 3— EHR downtime >
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to the patient and ensure clarity about how to
use or take the medication. Mandatory coun-
seling for all new prescriptions for nebulizers
and medications used with nebulizers must be
provided. The teach-back method should be used
to confirm the patient's understanding of how
to use the medication and the nebulizer. Ideally,
pharmacies should print labels and educational
material in the patient’s preferred language.

STS abbreviation results in a close
call. A surgeon entered an order in the elec-
tronic health record (EHR) for sodium tetradecyl
sulfate, a sclerosing agent used to treat varicose
veins. A nurse then called the operating room
(OR) pharmacy and requested “STS,” using an
abbreviation for sodium tetradecyl sulfate. The
pharmacist did not clarify the abbreviation “STS"
and dispensed a vial of sodium thiosulfate injec-
tion for the surgeon to administer during the
procedure.

Sodium thiosulfate is used to lessen the side
effects or for extravasation management of
CISplatin. It is also used in combination with
sodium nitrite to treat cyanide poisoning. Based
on previous experience with sodium tetradecyl
sulfate, the surgeon expected the medication
to foam when drawn into the syringe. Prior to
injection, he visually inspected the liquid in the
syringe, which did not foam, and questioned if it
was the correct medication. After reviewing the
medication label, the error was identified and the
medication was not administered.

For clarity and safety, never abbreviate the
names of medications or other substances used
for treatment. The ISMP National Medica-
tion Errors Reporting Program (ISMP
MERP) database contains several error reports in
which drug name abbreviations were a contrib-
uting factor. If a colleague refers to a medication
using an abbreviation, ask for the full name of
the medication, and coach them to avoid using
abbreviations as they are too often misinter-
preted. In this case, the nurse should not have
used the abbreviation “STS" to communicate the
drug name when calling the pharmacist, and the
OR pharmacist should have verified the meaning
of the “STS" abbreviation with the nurse as well
as verified the order the surgeon had entered in
the EHR. In addition, the prescriber could have
provided the indication with the medication
order, which would have helped prevent this
close call.

Learn how ECRI and the ISMP Patient Safety Organization can
assist with your patient safety efforts at: www.ecri.org/pso.



http://www.ismp.org/ext/942
https://www.ecri.org/pso

____ISMP Nurse AdviseERR"
eEiKH

November 2022 | Volume 20 = Issue 11| Page 3

> EHR downtime — continued from page 2

B Needed documents. What documents associated with medication use, including drug information

references and policies and procedures (with the version date documented), will be needed in the emer-
gency readiness binder? Examples include patient care flowsheets; medication administration record
(MAR) forms; standard, disease-specific, or care area-specific medication order forms; test and proce-
dure forms; nursing-pharmacy communication forms; compounding master formulation records and
batch sheets; titration sheets/protocols; drug location maps of medication carousels or robots (which
may change frequently); and other critical documents, which can also be secured in cloud storage and
backed up regularly into a downtime file repository on specially identified computers on each unit. Prac-
titioners will also need access to drug information databases, which may be available via smart phone
apps, and key medication-related standard operating procedures. While some organizations have moved
away from paper documents, if there is a power failure, maintaining critical documents as physical
copies is essential.

H Transmission of orders. How will written orders be sent to the pharmacy to ensure they are acted

upon and do not contribute to delays in therapy? Will they be faxed or hand-delivered? Are there situ-
ations in which verbal orders will be allowed? Where will standard, disease-specific, or area-specific
order forms be stored during EHR downtime? The expectation should be to minimize verbal and tele-
phone orders and to enforce the use of written order forms during EHR downtime.

M Order verification. Since clinical decision support is unavailable during EHR downtime, prescribers,

pharmacists, and nurses should seek answers to the following questions for manual screening: Does
the patient have an allergy to the medication? Is the drug appropriate based on the patient’s diagnosis?
Are the dose, route, and frequency appropriate based on the patient's age, weight, and renal and liver
function? Are there other pertinent lab values that should be reviewed first? Are there drug-drug and/or
disease-drug interactions? Is the prescribed medication a therapeutic duplicate of another medication
prescribed for the patient? Include these questions in the binder and require manual screening during
EHR downtime.

M Dosing. If dosing calculators and nomograms are normally part of the EHR, consider maintaining these

tools on a standalone computer, and access this computer to obtain dose calculations rather than
allowing staff to manually calculate doses, which they may not have done for some time or ever.

M Dispensing. How will pharmacy staff communicate with the cleanroom while maintaining a sterile

environment? Convene a team huddle outside of the cleanroom, initially and then as needed, to clarify
processes and troubleshoot issues. How will medications be labeled, ensuring all required components?
Purchase label printers connected to software outside of your EHR, and/or prebuild label templates for
frequently ordered medications and complex high-risk medication orders to avoid the need for pharmacy
staff to manually enter the label information via free text. How will patient-specific oral medications,
including pediatric oral solutions, be dispensed? How will unit and ADC stock be replenished, and how
will ADC medications be stored on units if normally kept in an ADC that is also down? If you use carou-
sels, think about how you would efficiently fill patient-specific medications manually if your carousels
are no longer linking to the EHR, not able to be navigated utilizing the computer systems, or not able
to spin on their own. How will pharmacy keep track of the number of doses that have been dispensed?
Consider making a photocopy of the label and placing it into a binder, documenting the number of doses
dispensed to account for this, and to gather patient charges.

B Administration. If the EHR loses connectivity to the ADC, will ADCs automatically be placed on critical

override status for immediate access by the units, or is this a manual process that must be activated?
Will keys be needed to open the ADCs and where will they be located? For organizations that lose
interoperability between the EHR and smart infusion pumps, have nurses been educated about manually
programming the pump? Are hard copies of emergency dosing sheets with precalculated drug concen-
trations and manual drip rates available? Since bedside barcode scanning technology will be disabled,
are nurses prepared to revert to manual confirmation of the correct patient and medication? Consider
updating nursing education as needed and implementing certain safeguards (e.g., checklists; indepen-
dent double checks of transcription, the dose/concentration/rate of infusion, and/or the label; partnering
with the patient), particularly for at-risk patient populations and high-alert medications.

continued on page 4 — EHR downtime >

Special
Announcements

Free ISMP webinar

Join us on November 30, 2022, for a FREE
webinar on Transitioning to Ready-to-
Administer IV Medications: Can it be Both
Safe and Affordable? L earn about key vulner-
abilities when intravenous (IV) medications that
require manipulation at the bedside have led to
errors and patient harm. The speakers will also
discuss cost and safety comparisons of manu-
facturer-prepared prefilled ready-to-administer
(RTA) products versus traditional vial-to-syringe
products. The program is supported by Fresenius
Kabi and continuing education (CE) credit is being
offered for pharmacists, pharmacy technicians,
and nurses. For more information and to register,
please visit: www.ismp.org/node/45218.

Attend last workshop of the year
Dont miss our last ISMP Medication
Safety Intensive (MSI) workshop of the
year! This unique 2-day session is being held
virtually on December 1 and 2! You won't
want to miss this opportunity to maximize your
error prevention efforts and learn to look at your
organization through the eyes of leading safety
experts. For information and to register, please
visit: www.ismp.org/node/127.

Take our survey on tall man letters!
ISMP is updating our list of Look-Alike Drug
Names with Recommended Tall Man
Letters (www.ismp.org/node/136). We are
asking for your input by taking a short survey.
Please submit your responses by December
2, 2022, online at: www.ismp.org/ext/1014.

/\K/E
/ Walk the

Red Carpet with

>
Safety Stars "

ISMP 25% Annual Cheers Awards

Please register to attend ISMP's 25" Annual
Cheers Awards dinner on December 6
at 6:00 p.m., in Las Vegas, NV, by visiting: www.
Ismp.org/node/34374. If you are unable to attend,
take part in our online raffle for your chance
to win an amazing array of high-end prizes. To
purchase your raffle tickets, visit: www.ismp.org/
ext/1029.

C

website, beyond the terms of agreement of your subscription, is prohibited without written permission from ISMP.
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B MARs. If the EHR is not accessible in real-time, what is the process to retrieve the most recent MAR
and pertinent patient information? Will the MAR be printed, who oversees printing it, and where will the
printed copy be stored? Some organizations have access to a downtime viewer that continuously backs
up electronic MARs and can be accessed at designated computers. Review the information that prints
on the MAR downtime report to evaluate if changes are necessary.

B Medication reconciliation. \What will the medication reconciliation process look like for new admis-
sions? To make it easier for staff to collect a medication list and conduct medication reconciliation,
consider creating an admission form with prompts to collect pertinent patient information (e.g., age, sex,
diagnoses, allergies and sensitivities, metric height and weight, pregnancy and lactation information,
laboratory results). Include scripted questions to ensure a complete list of current medications (including
supplements, herbals, and over-the-counter products) is initially collected. Keep this admission form and
scripted questions in the emergency readiness binder.

@ Educate staff and test the response. \What education is needed regarding the EHR downtime plan
and emergency readiness binder for departmental leaders, the response team, IT staff, and EHR users? When
should educational modules and refresher classes be provided, and how will annual competencies be devel-
oped to reflect downtime plans and procedures? What type of simulations and practice exercises would be
helpful in teaching leaders and individual departments to respond? Planned EHR downtime should be used
as a learning experience to uncover issues that must be addressed,”® assess knowledge, and ensure the
adequacy of policies and procedures. On July 1, 2022, TJC implemented a requirement to conduct two exer-
cises per year to test the emergency operations plan,® and we recommend including EHR downtime as part
of these exercises. Departmental unit inspection checklists should also include a review of the emergency
readiness binder material, confirming that required and updated documents are available.

@ Initiate the process for events. In the event of unanticipated EHR downtime, trigger the designated
team to respond immediately to determine the extent and anticipated timeframe for correction of the issue,
determine potential solutions, and ultimately to decide if EHR downtime procedures should be implemented.
The initial and active Downtime Assessment and Response Teams (iDART, DART) used at MGH have specific
duties described below?:

B An initial team (iDART) is notified of the EHR downtime event in real-time and assesses the operational
impact of the event. The team then decides what type of response, if any, is warranted.

B |f iDART determines that the downtime event will have an impact on hospital operations, the response
team, DART, is activated to manage the event.

B DART directs staff to manage the event via the Incident Management Team or (Hospital) Incident
Command System and activates the hospital’s emergency operations plan if significant downtime is
expected.

@ Recovery. When the EHR is back up, how will downtime orders be documented retrospectively in the
EHR? What is the threshold for which orders will be transcribed and backdated into the system compared to
those that will be scanned to become part of the permanent medical record? While there should be organi-
zation-specific defined timeframes, unless the system has been down for multiple days, we encourage all
orders to be directly entered into the EHR immediately to ensure communication of drug information and
prevent medication errors. Special attention should be given to documenting the orders that have not yet
been completed. Also, medication errors identified during unanticipated or anticipated EHR downtime should
be analyzed to determine if practice changes are needed. Soon after the recovery, convene a multidisci-
plinary group of those impacted by the downtime to determine what system changes should be developed

continued in the right column — EHR downtime >
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and implemented in anticipation of the next
unscheduled downtime.

Concrusion: As with other unanticipated or
catastrophic events, unanticipated EHR down-
times often lead to chaos for both leaders and
frontline EHR users, especially if staff are not
prepared and do not know what to do. These situ-
ations require leadership support on all shifts as
well as organizational and departmental policies
and procedures. Resources supplied in the emer-
gency readiness binder should be carefully thought
out and vetted through appropriate committees,
and staff need to know how to access this infor-
mation. The unanticipated EHR downtime policies
and procedures (and emergency binder) should
be reviewed at least annually and updated as
needed based on changes in protocols, available
literature, and feedback from staff during practice
drills. We encourage organizations to let us know
(ismpinfo@ismp.org) about their experiences with
unanticipated EHR downtime so that we can share
the lessons learned with other organizations.
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